


The Pomona College system enforces approved authorizations for controlling the flow of information
within the system and between interconnected systems.
"" All outgoing network traffic to the internet must pass through at least one application-layer
filtering proxy server
# The proxy supports decrypting network traffic, logging individual TCP sessions, blocking
specific URLs, domain names, and IP addresses to implement a blocklist, and applying a list
of allowed sites that can be accessed through the proxy while blocking all other sites.
Pomona College:



EVENT IMPACT

Events are assessed by Pomona College utilizing the Pomona College risk assessment methodology in
order to determine the potential impact of detected security events.

"" The results of security event risk assessments are documented in risk assessment reports.
Security event risk assessment reports are reviewed by the Security Official, or designee, and then
disseminated to any appropriate personnel across the college.

1 Pomona College coordinates incident handling activities with contingency planning activities.



